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Abstract: The article presents the issue of information security incident management in public administration. The goal
of security incident management is to minimize the negative impact of incidents and ensure the continuity of the organ-
ization’s operations. It is critical to know what the threats are, including the number and types of incidents reported. The
aim of the work is to compare statistical data on information security incidents in selected EU countries, according to
their types, especially in the public administration sector. It outlines key incident management and legal issues related
to the topic of security incidents, and the work of computer incident response teams. Examples of incidents that took
place recently in public administration units in Poland are also presented. This is followed by an analysis of statistical
data on reported incidents in Poland in the years 2020-2022, and the results were compared with the number of inci-
dents reported in selected European Union countries. The results of the study show that the dominant type of incidents
is fraud (mainly phishing), and public administration is one of the main targets of cybercriminals’ attacks. The difficulties
in conducting such a comparative analysis have also been demonstrated.
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Abstrakt: Artykut przedstawia problematyke zarzgdzania incydentami zwigzanymi z bezpieczehnstwem informacji
w administracji publicznej. Celem zarzadzania incydentami bezpieczenstwa jest minimalizacja negatywnego wptywu
incydentéw oraz zapewnienie ciggtosci dziatania organizacji. Niezwykle istotna jest wiedza o zagrozeniach, w tym
o liczbie i typach zgtaszanych incydentéw Celem pracy jest poréwnanie danych statystycznych o incydentach zwigza-
nych z bezpieczenstwem informacji w wybranych krajach UE, wedtug ich typéw, szczegélnie w sektorze administraciji
publicznej. Przedstawiono w nim kluczowe kwestie dotyczgce zarzgdzania incydentami oraz zagadnienia prawne zwig-
zane z tematykg incydentow bezpieczenstwa i pracg zespotdw reagowania na incydenty komputerowe. Przedstawiono
réwniez przyktady incydentéw, jakie miaty miejsce ostatnio w jednostkach administracji publicznej w Polsce. Nastepnie
przeprowadzono analize danych statystycznych o raportowanych incydentach w Polsce w latach 2020-2022, a wyniki
poréwnano z liczbami incydentéw zgtaszanych w wybranych krajach Unii Europejskiej. Wyniki badania pokazuja, ze
dominujgcym typem incydentéw sg oszustwa (gtéwnie phishing), a administracja publiczna jest jednym z gtéwnych
celoéw atakdw cyberprzestepcow. Wykazano réwniez trudnosci w przeprowadzaniu takich analiz poréwnawczych.
Slowa kluczowe: zarzadzanie bezpieczenstwem informaciji, incydenty zwigzane z bezpieczenstwem informaciji,
cyberbezpieczenstwo, zagrozenia, administracja publiczna

Introduction

An information security incident is defined in
ISO/IEC 27000, as a “single or a series of un-
wanted or unexpected information security events
that have a significant probability of compromising
business operations and threatening information
security” (ISO/IEC 27000:2018 — 3.31). This may
include unauthorized access to data, the loss or
theft of information, damage to or destruction of
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information systems, and actions to disrupt the
normal operation of information systems or ser-
vices. Sometimes in the literature, the term “com-
puter security incident” or the term “cyber incident”
can be found (Kjaerland, 2006).Such incidents
occur in all organizations, including public admin-
istration units. Table 1 presents some incidents
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that took place recently in the public administration
in Poland.

Earlier research carried out by the author of this
article also confirms that local government admin-
istration units have difficulties with proper manage-
ment of incidents related to information security.
It has been shown, among other things, that most
public administration offices do not register inci-
dents related to information security. And those
offices that keep records show very small numbers
of incidents in their reports. (Lisiak-Felicka, Szmit,
2016; Lisiak-Felicka, Szmit, 2021).

This article aims to compare the data about in-
formation security incidents in selected EU coun-
tries, especially by numbers, types and in the pub-
lic administration sector. To achieve the aim of the

research, the following research questions were
formulated:

- Q1: How many incidents have been reported to
computer security incident response teams of
selected EU countries in years 2020-20227?

- Q2: What were the dominant types of incidents
reported?

- Q3: Is local government administration one of
the main targets of cybercriminal attacks?

The theoretical part focuses on managing inci-
dents related to information security and legal is-
sues. The practical part includes an analysis of
statistical data in six selected EU countries in the
years 2020-2022, other researchers’ results were
referred to in the discussion. Finally, the most im-
portant conclusions, limitations, and directions for
further research were also indicated.

Table 1. Samples of recent information security incidents in public administration in Poland

Date Description of incidents

2022-08-15

Hacking into the servers of the Pawtowice Municipality Office and encrypting the databases using
ransomware software (Urzad Gminy Pawtowice, 2023).

2022-09-20

A cybercriminal took over the account of one of the employees and published (replaced) information
on the eFaktura.gov.pl portal. The government website was supposedly hacked by an Indonesian
group. In addition, for a long time, obscene content appeared on the platform, which was indexed in
Google’s search engine (Palczewski, 2022).

2022-11-07

A DDoS attack from external servers on the infrastructure of the eZamowienia platform (Busines
Insider, 2022).

2022-12-05

A ransomware attack on Marshall Office of Mazovian Voivodeship (Biuletyn Informacji Publicznej
Samorzgdu Wojewoddztwa Mazowieckiego, 2022).

2023-02-28

The government website of the podatki.gov.pl portal was unavailable. After a long time spent logging
in to the domain, the message “This site is unreachable” appeared. The government domain was
unavailable due to a Russian DDoS cyberattack (Florek, 2023).

2023-04-19

Hacker attack on city office. About 30,000 phone numbers of residents were leaked. Unauthorized
persons gained access to telephone numbers and the content of messages from the Poznan City
Office (ePoznan.pl, 2023).

2023-06-13

A DDoS attack on the ePUAP platform. Services were available, but there were disruptions (Serwis
samorzadowy PAP, 2023).

2023-06-24

A hacker attack on the IT systems of the municipal unit of ZDZIT in Olsztyn. As a result of the hacker
attack, there were inoperative traffic control systems, inoperative ticket machines and limited access
to the passenger information system. (Urzad Miasta Olsztyn, 2023).

Source: own elaboration based on information about cyber-attacks.

Literature review and theoretical basis

and one containing the “public administra-tion”

In the Scopus database between 2003 and 2023,
there were 300 articles with the keyword “infor-
mation security incidents”, the vast majority were
related to computer science aspects. Only 22 in-
cluded the keyword “incident management” and
none of the documents connected with “public
administration” were found. Similarly, for the key-
word “cybersecurity incidents” there were 297 doc-
uments found, 9 with the “incident management”

26

keyword. Many publications with information secu-
rity management issues concern reviews and
surveys in the field of information security in public
administration units in individual countries, but
there are no comparative analyses (Banciu et al.,
2020; Nagy-Takacs, Berényi, 2022; Rehbohm et
al., 2019; Ubowska, Kroélikowski, 2022; Banicevic,
2018).
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Information security incidents can result from
a variety of factors, such as a cyber-attack, human
error, faulty software, hardware failures, external
or internal actions, and many others. They are un-
predictable and can affect organizations, busi-
nesses, institutions, or individuals. They can lead
to a variety of consequences, such as a loss of
data confidentiality, reputational damage, financial
losses, loss of customer confidence, legal or regu-
latory sanctions, and disruption of normal business
operations. To minimize the risk of information se-
curity incidents, organizations implement various
security measures, such as securing information
systems, applying security policies, training per-
sonnel, monitoring network activity, encrypting
data, and many others (Tendel, 2014; Patterson et
al., 2023).

Information security incident management re-
fers to all processes and procedures that should
be used by organizations to effectively respond to
and mitigate any potential or actual security
breaches, cyber-attacks or other incidents that
could threaten the confidentiality, integrity, or avail-
ability of information. It is defined as “a set of pro-
cesses for detecting, reporting, assessing, re-
sponding to, dealing with, and learning from infor-
mation security incidents” (ISO/IEC 27000:2018 —
3.32). Incident management is a key aspect of
maintaining the security of data and systems in cy-
berspace. The general steps in this process are

T

“plan and prepare”, “detect and report®, “assess
and decide”, “respond” and “learn lessons”. Inci-
dent management is a continuous and dynamic
process (ISO/IEC 27035-1:2023).

In addition to management issues, legal as-
pects are also important. In Poland, there are sev-
eral legal acts related to cybersecurity incidents,
which define the obligations, procedures and sanc-
tions related to the protection of critical infrastruc-
ture and response to cyber-attacks. Detailed
issues regarding the handling of incidents are dis-
cussed in the Act of 5 July 2018 on the national
cybersecurity system and related implementing
acts. They define the organization of the national
cybersecurity system as well as the tasks and
responsibilities of the entities comprising this sys-
tem, the manner of supervision and control in
the application of the provisions of the Act and the
scope of the Cybersecurity Strategy of the
Republic of Poland for 2019-2024. The aim of the
national cybersecurity system is to ensure cyber-
security at the national level, including the uninter-
rupted provision of key services and digital
services, by achieving an appropriate level of
security for information systems used to provide

these services and ensuring incident handling.
In the context of EU law, need to be considered, in
the field of cybersecurity, especially the new Net-
work and Information Systems Directive 2 (NIS2).
The above-mentioned legal acts constitute the
legal basis for activities related to cybersecurity
and response to cyber incidents in Poland. It is im-
portant that both public and private entities comply
with these regulations and take appropriate
measures to protect their IT systems and data.

Research method

The research methods used are a literature review
and a quantitative analysis of information security
incidents in selected six European Union countries
(mentioned below).

As a part of the research work, a literature re-
view and an analysis of the source documents
were conducted. Statistical data was collected
based on reports on the activities of nationality and
government computer security incident response
teams from selected countries:

1. Poland: CERT.PL and CSIRT.GOV.PL,

2. Portugal: CERT.PT,

3. Croatia: CERT.HR,

4. Slovenia: SI-CERT,

5. Czech Republic: CSIRT.CZ and GovCERT.CZ,

6. ltaly: CSIRT.IT.
The choice of the above countries was determined
by two factors: the availability of statistical data on
incidents in the reports and the score of the cyber
security index. One country with a similar value of
the index as Poland, two countries with a signifi-
cantly lower index and two countries with a very
high index were selected for the analysis. The
values of the indexes are presented in Table 2.
The surveyed teams are ENISA CSIRTS network
members. Microsoft Excel and Microsoft Power Bl
software were used to prepare tables and visuali-
zations.

Table 2. Cyber security indexes for surveyed countries

Country Cyber Security Index 2020
Poland 93.86
Portugal 97.32
Croatia 92.53
Slovenia 74.93
Czech Republic 74.37
Italy 96.13

Source: own elaboration based on Cyber Security Index 2020
report (ITU, 2020).

27



D. Lisiak-Felicka, A COMPARATIVE ANALYSIS OF INFORMATION SECURITY INCI-DENTS IN PUBLIC ADMINISTRATION IN SELECTED
EUROPEAN UNION COUNTRIES, Zeszyty Naukowe Uniwersytetu Przyrodniczo-Humanistycznego w Siedlcach, Nr 134,

Seria: Administracja i Zarzgdzanie (61) 2023.

Results and discussion

To achieve the goal related to good incident mana-
gement, the information about numbers and types
of them should be known.

Poland

In Poland, there are three groups responsible for
reporting incidents. Every year two of them pre-
pare annual reports including information about
the number of reported incidents. These are the
CERT.PL and CSIRT.GOV.PL organizations. Num-
bers of reported incidents are shown in Figure 1.
Based on the received notifications (number of re-
quests), CERT.PL performs careful classification,
based on which it selects a certain number of noti-
fications (number of selected requests), from
which it, in turn, registers cybersecurity incidents
(number of incidents).

In 2021, CERT.PL recorded an increase in in-
cidents handled at the level of 182% compared to
the 2020 year. In 2022, the team observed an over
34% increase in registered cybersecurity incidents
compared to the previous year. The increase in re-
ports and cybersecurity incidents is certainly due
to the growing awareness of the team. In 2022,
a social campaign was launched on media that in-
formed about the threats and how to report them.
The most frequently reported type of incidents reg-
istered in the analyzed period were computer
frauds, in particular phishing. Another type of inci-
dent that was frequently reported in the analyzed
years was malware. The third type of incidents that
occurred most often was abusive content (in 2020
and 2021), and intrusions (in 2022), e.g., burgla-
ries to IT systems and e-mail accounts (Fig. 2).
Table 3 presents data about information security
incidents in the public administration in Poland in
the surveyed years. The number of incidents in this
sector has not exceeded 4%.

322479

116071 115164

65586

34555 20483
20976 10420

— [eesm—_—— &
2020 2021 2022

W number of requests & number of selected requests W number of incidents

Figure 1. Numbers of requests, selected requests
and incidents reported by CERT.PL

Source: own elaboration based on Cert.pl reports.
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Type 2020 2021 v2022
Fraud 8180 |25 472 35 009
Malicious code | 746 || 2847 | 3409
Intrusions | 317| 247 354
Abusive Content | 371] 311 308
Vulnerable services 211 : 216 188
Availability 121 : 148 175
Intrusion attempts 74| 127 121
Other 42| 33 49
Information content security | 68 ! 55 39
Information gathering 60 i 27 31

Figure 2. Types of incidents reported by CERT.PL
Source: own elaboration based on Cert.pl reports.

Table 3. Security incidents in the public administration
in Poland

Year Number Number

of incidents of incidents [%)]
2020 388 3.72
2021 429 1.46
2022 757 1.91

Source: own elaboration based on Cert.pl reports.

On the other hand, the CSIRT.GOV.PL team
registered 1,234,040 requests of a potential inci-
dent in 2022. The recorded number of notifications
is an increase compared to the previous year, in
which 762,175 notifications were registered. The
number of notifications translated into 21,563
events classified and registered as information se-
curity incidents in 2022 (Fig. 3). Among the regis-
tered incidents in 2022, the largest part was re-
ported from the ARAKIS GOV early warning sys-
tem (16,604). The remaining 4,959 were incidents
from reports submitted to the CSIRT.GOV.PL by
entities of the national cybersecurity system. Tab. 4
presents incident statistics by selected entities and
Fig. 4 — incidents by type.

1234040

762175
246107
- 23309 26899 21563

2020 2021 2022

H number of requests ® number of incidents

Figure 3. Numbers of requests and incidents reported
by CSIRT.GOV.PL

Source: own elaboration based on Cert.pl reports.
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Table 4. Incident statistics by type of entities

Entity 2020 2021 2022 reports 2022 ARAKIS system 2022 total
office 8,356 5,563 809 2,301 3,110
others 4,714 644 650 2,189 2,839
critical infrastructure 2,626 9,196 1,798 5,547 7,345
institution 2,518 7,203 400 2,758 3,158
public administration 2,039 0 0 0 0
ministry 1,656 3,056 503 2,197 2,700
services and the army 1,400 1,237 0 0 0
state authority™ 0 0 599 1,262 1,861
services* 0 0 200 350 550
total 23,309 26,899 4,959 16,604 21,563
Source: own elaboration based on Csirt.gov.pl reports. Note: * — since 2022.

Type 2020 2021 3022 Type 2020 2021
vulnerability | 1366 I 1148 2187 Phishing 613 -
social engineering 0 | 904 1 053 Social engineering 0 l245
unavailability | 254| 310 826 Distribution of malware Ji19 s
publication 1 ' 158 || 316 Commitment of non-privileged account |111 |114
content 0 0] 191 Illegitimate use of third party name | 32 I 80
attack | 96| 74 174 Undetermined (other) | 28 | 50
scanning I2 604 : 118 | 151 Infected system (malware) I169 46
virus 16 777 - | 61 Vulnerable system (vulnerability) | 41| 24
botnet 36 16 0 Unauthorized modification (ransomware) 0 | 38
burglary 8 o 0 Vulnerability exploitation (intrusion) 0| 37
discredit 66 0 0 Commitment of application | 55
leak 230 0 0 Login attempt I 26
phishing | 139 0 0 Unauthorized access I 58
>pam 311 0 : 0 Figure 5. Types of incidents reported by CERT.PT
spoofing 72 0 0 Source: own elaboration based on Cert.pt reports.
swap 13 0 0
wrong configuration | 69 | 0 0

Figure 4. Types of incidents reported by CSIRT.GOV.PL

Source: own elaboration based on Csirt.gov.pl reports.
Note: the year 2022 does not include incidents reported
by the ARAKIS system.

Portugal

CERT.PT recorded a 26% increase in the number
of cybersecurity incidents in 2021 compared to the
previous year, exceeding from 1,418 events rec-
orded in 2020 to 1,781 in 2021. Types of incidents
are presented in Figure 5. In 2021, 33% of inci-
dents were registered in public entities, which is
a difference of 2 percentage points (pp) compared
to the previous year, when 31% of incidents were
recorded in public entities. The data from 2022 is
unavailable.

The distribution of cybersecurity incidents by sec-
tor and government area shows an increase in the
government area from eighth position in 2020 to
third position the following year (9% in 2021). The
area of internal administration also saw a sharp rel-
ative increase in the number of incidents, ranking
in sixth place (6% in 2021), while local administra-
tion saw a decrease by one place and is in 8th
place in 2021 (4%).

Croatia

In 2020, the national CERT.HR handled a total of
1,710 computer security incidents. The leading
types of incidents were phishing URL, phishing and
password guessing. In 2021, 1,211 incidents were
registered. The leading types were phishing URL,
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phishing, and malware URL. During 2022, a total
of 1,296 incidents were registered and the leading
types of incidents were phishing, scam, and phi-
shing URL. Figure 6 presents types of incidents re-
ported by CERT.HR. Unfortunately, CERT.HR
does not publish data on incidents by sector of the
economy.

Type 2020 2021 2022
Phishing s R
Scam | 45| 25 Mo
Phishing URL R S e
Guessing passwords lOS '111 : 130
Web defacement s Bz | 7
Malware URL Biz2 e | &7

System infected with malicious code I 83 ' 96 ' 54
Attempt to exploit a vulnerability I 59‘ 5?; 43

Spam url | 21 o] 48
Shakedown 0 0] 34
Spam | 35| 20| 27
Business fraud 0 0| 19
Da5 - volumetric attack I 27 i 39 17
User account I 25 ] 200 M
C&C (command and control) i 12 3 7
Scanning | 121 3 5
Outage - 61 4
DaS - attack on the application layer ! 10 11} 2
Malicious web site 0 ol 2
Other b2 17 2
Hoax Bis| 15 1
Malicious cryptocurrency mining 0 o 1
Availability L 1 0 o
Collecting information of 1 0
Cryptojacking i 1 : 0 0
Scams 3] 170 o

Figure 6. Types of incidents reported by CERT.HR

Source: own elaboration based on Cert.hr reports. Note: in
2022 there is a mistake in data. Total number of incidents is
1 298, while in Report 1, 296 incidents were noted.

Slovenia

SI-CERT recorded 4,123 cyber incidents in 2022.
It represents a 30% increase compared to 2021
(3,177). In 2020, there were 2,775 incidents. Once
again, phishing attacks lead the way. In 2022, the
SI-CERT dealt with 1,432 phishing incidents, and in
2021 - 950, which means that the greatest growth
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was again recorded in this category. Figure 7 pre-
sents the types of incidents reported by the Slove-
nian team. Among all sectors of the economy,
there were 39 phishing incidents in the public ad-
ministration sector, making this sector the 5th most
frequently attacked sector in 2022.

Type 2020 2021 2022

Fraud 1848 2094 :2 900

Malicious code § 295 | 306 | 375

Other l279] 310] 321
Intrusions | 93] 116] 118
Unclassified 9 8| 112
Abusive content | 97| 133 107
Vulnerable | 36| 57 T2
Information gathering 31 ‘ 42 45
Information Content Security 26 | 40 28
Availability | 40| 37 23
Intrusion attempts 20 33 21
Test R E

Figure 7. Types of incidents reported by SI-CERT
Source: own elaboration based on Cert.si reports.

Czech Republic

GovCERT.CZ reported 146 cyber security inci-
dents in 2022. Despite a significant increase in re-
ports, there was a slight year-on-year decrease in
recorded incidents in 2022. In 2021, there were
157 incidents. In 2020, there were 99 incidents.
The public sector is traditionally one of the most af-
fected sectors, with 2022 being no different. A total
of 51 cyber incidents were registered in this sector,
which makes up more than a third of their total
number. Compared to last year, however, the nom-
inal representation of incidents decreased slightly
(62 in 2021). In 2020, there were 52 incidents. The
largest number of cyber-attacks focused on data
availability (Figure 8a).

In turn, in 2020, the CSIRT.CZ reported 1,267
incidents. In 2021, the number was increased to
1,725 and 2,067 in 2022. The statistics of inci-
dents by type reported by CSIRT.CZ are shown in
Figure 8b.
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Type 2020 2021 2022

298 34% s8%
Penetration N 9% B8% fh2%
Fraud B2 Bow f1%
| 4% J} 8% l0%
Malicious code - .70 | 8%
Inne 0% 0% 3%
Abusive content 0% 0% 0%
Collection ofinformation| 2% 0% 0%
| 4% | 1% 0%

Availability

Information security

Penetration attempt
(a)

Type 2020 2021 2022
Phishing 738 1297 1485
Malware B111] 153 228
Spam 16| 163 | 220
Information gathering | 97 | 74 . 71
Intrusions ‘ 3 1 I 39
Other | 86| 26 24
DoS 160 110

b | |

Figure 8. Types of incidents reported by GovCERT.CZ
(a) and CSIRT.CZ (b)

Source: own elaboration based on govcert.cz and csirt.cz re-
ports. Note: GovCsirt.cz gives numbers of incidents in percen-
tage.

As can be seen from Figure 8b, in 2022, there
was an increase in phishing, malware, spam and
intrusion. In 2021, just like in the previous year,
there was a fundamental increase in phishing. In
addition, there was an increase in the number of
incidents in the category of malware. In all other
categories, there was a decrease in the number of
incidents.

Italy

In 2021, from the CSIRT.IT analysis and subse-
quent classification of the events detected between
September and December of 2021; the following 5
most frequent types emerge: Spread of malware:
151 occurrences; Brand abuse: 59 occurrences;
Vulnerability exploitation: 47 occurrences; Phishing:
45 occurrences; Ransomware: 39 occurrences.

In 2022, CSIRT.IT dealt with 1,094 cyber inci-
dents. From the analysis and subsequent classifi-
cation of the 1,094 cyber events, it was possible to
identify the types shown in Figure 9. By classifying
the ransomware victims according to economic

activity sectors, it emerges that the second most
affected in 2021 was public administration. In 2022,
the share of ransomware attacks on state admi-
nistration bodies decreased.

Type %022
spreading malware via email I 517
brand abuse | 204
phishing 203
ransomware 130
vulnerability exploitation 126

information disclosure 103

exploit vulnerability towards web server 87

scans 74
data exposure 67
credential intrusion attempts 64

Figure 9. Types of incidents reported by CSIRT.IT
(top ten)
Source: own elaboration based on Csirt.it reports. Note that

each of the incidents may have been associated with one or
more types. Previous data is unavailable.

For the collected data, an analysis of the
changes in the number of incidents was performed
(Table 5). Measures of dynamics were calculated,
which indicate the percentage of changes in the
phenomenon in the analysed period in relation to
the previous one (relative change) according to the
formula:

Actual change

[ %
x 100% = —— % 100%

Relative change(Vyer,v) =
(ref ) Vref Vref

Table 5. Relative changes in numbers of incidents in
selected computer security incident response teams
between years 2020-2021 and 2021-2022

Team 2020-2021 2021-2022
CERT.PL o 183% ® 35%
CSIRT.GOVPL@® 15% e -20%
CERT.PT e 26% N/A

CERT.HR ® -29% ® 7%
SI-CERT o 14% ® 30%
GovCERT.CZ @ 59% ® 7%
CSIRT.CZ e 36% o 20%

Source: own elaboration based on obtained data.

Most teams have seen an increase in incidents
year over year. Decreases were recorded only in
CERT.HR (2020-2021) and CSIRT.GOV.PL and
Gov.CERT.CZ (2021-2022).
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In comparison to the results, Poland registered
the biggest number of incidents. Other countries
report several thousand incidents each year, while
Poland reports tens of thousands of such incidents.
Poland is the second largest country by population
in this group and the disproportion could be a result
of the automatic system used to report incidents
(e.g., ARAKIS) and including data from these sys-
tems in reports. The dominant type of incidents in
surveyed countries is fraud (especially phishing).
This is the first place in Poland, Portugal, Croatia,
and Slovenia. The malicious code (Poland, Slove-
nia) and spreading malware via e-mail (ltaly) are
also popular. Incidents such as social engineering,
scams, spam, attacks on availability, and using vul-
nerability are quite a large group. The public ad-
ministration is not the most important target for cy-
bercriminals, but it is at the forefront of the attacked
sectors. The results are like the results from the
ENISA report, where during the reporting period
(July 2021 — June 2022), many incidents targeting
public administration and government can be ob-
served — 24.21 % of all incidents. (ENISA, 2022).
The conducted analysis enabled finding answers
to the research questions.

As can be seen from the above data and exam-
ples, comparative analysis is difficult to perform as
there are no uniform report templates published by
computer security incident response teams. Not all
countries provide data for individual economic sec-
tors (e.g., Croatia). Some characterize the public
administration sector in terms of a specific group of
incidents (e.g., phishing — Slovenia, ransomware —
Italy). The lack of a unified classification of inci-
dents also makes statistical analysis even more dif-
ficult.

The above results were consistent with the re-
sults of other scientists and companies preparing
reports on IT threats. Malware is the top security
threat in the Romanian landscape (Cristea, 2020).
Polish scientists (Ubowska, Krolikowski, 2022)
also declared that many cases related to data de-
struction or corruption (e.g., due to malware infec-
tion) or disclosed confidential data (e.g., due to
hacking, pharming, phishing). On the other hand,
Insights for Professionals (IFP, 2022) lists, apart
from malware, and phishing, also attacks against
cloud security. Forrester expects the top five cyber-
security threats: generative Al tools, geopolitical
threats, cloud complexity, ransomware, and social
engineering, that organizations will face in future
(Forrester, 2023).

A good solution to compare the numbers of in-
cidents is CIRAS — the Cybersecurity Incident Re-
porting, and Analysis System, maintained by
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ENISA (The European Union Agency for Cyberse-
curity). It supports the member states in submitting
incident reports (ENISA, 2023). The aim of the
online tool is to facilitate the gathering of the inci-
dent details per sector, per country. However,
when analysing the number of incidents (e.g.,
1 083 reported incidents in 2022), it can be con-
cluded that not all countries participated in this pro-
ject. The situation may be improved by the NIS2
directive implemented in 2023, which updates and
harmonises EU  cybersecurity  regulations
(Kabelka, 2022).

Conclusions

Knowledge of the numbers and types of incidents
in individual EU countries, considering economic
sectors, would contribute to better information se-
curity management. Information of the threats and
attacks to which public administration units are cur-
rently exposed could be the basis for even better
identification of risk sources and would also con-
tribute to proper security planning. The system im-
plemented by ENISA would be a good solution for
introducing reported incidents, under the cognition
that data from all member states will be available,
considering the dates of occurrence, types of inci-
dents, sectors of the economy. This would facilitate
the comparative analysis of incident data and help
authorities recognize and respond to current trends
and vulnerabilities.

It should be noted that the noticeable significant
increase in the number of incidents in selected re-
ports is also the result of the automation introduced
in the attack detection systems. Computer security
incident response teams are developing their de-
tection systems, which translates into an increased
number of registered incidents.

Limitations and future research directions

There are two main limitations of this research.
Firstly, the national CSIRTs reports are prepared
according to their templates. They are significantly
different. Not all data is presented in them, which
makes it difficult to conduct advanced analyses.
Secondly, not all cases are reported to the national
CSIRTs, so these teams do not have comprehen-
sive information about all incidents that have oc-
curred.

As part of further work, the scope of the re-
search could be extended to other countries of the
European Union. It would be worth trying to con-
duct a questionnaire survey among these teams.
The obtained data would be a good source for con-
ducting advanced statistical analyses.
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